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The Idertity Prgect submits these commerts in regponse to the Notice of Prgposed Rulemaking
(NPRM) publishedat 72 Federal Regster 43567-43569 (August 6, 2007), docket number DHS-2007-
0043, ORivacyAct of 1974: Implemertation of Exemptions; Automated Targeting SystemO.

Under this NPRM, the Departmert of Homeland Security proposesto exempt from mary of the
requirements of the Privacy Act of 1974 much of the datain the Automated Targeting System (ATS)
dossiersabout individuals lifetimeinternatonal (and, in mary cass domedic) travel, DHS Orsk
asesmertsO,and other data containedin Pasenger Name Records (PNRS) obtained by DHS from
airlines ComputerizedRegervation Systems(CRSO¥ and/or other commercial sources

DHS proposesto exempt these records from most of the requiremerts of the Privacy Act,
including, amang others the requiremerts thatindividuals be given acess on requed to recads about
them, that only relevant and necesary informaion be collected, and that wheninformation isto be used
to make decisions affecting individualsCrights, thatinformaion must be colleced whenever possible
directy from those individuals. DHS proposesthes exempions for all dataabout individualsin ATS

recads excep for datain PNRs, and for much of the datain PNRsthemselves

ABOUT THE IDENTITY PROJECT

The Idertity Prgect (IDP), <http://www.PapersPlease.org>, providesadvice, assistarce,

publicity, and legal defense to those who find their rights infringed, or their legtimat acivities
curtailed, by demands for idertification, and builds public awareness about the effects of 1D requirements
on fundamental rights. IDP is aprogram of the First Amerdmert Project, a nonprofit orgarizaion

providing legal and educational resourcesded catedto protecing and promoting First Amendmert rights.
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II. THE ATS RECORDS SYSTEM IS PROHIBITED BY THE PRIVACY ACT OF 1974.

The first GBystemof Records Notice (SORN) disclosing the existence of the ATS dossiersof
PNRs, Orsk assessmertsO,ard other data about travelers and other individuals waspublishedin 2006. In
regponse to that SORN and subsequent disclosuresby DHS, we filed commerts pointing out, inter alia,
thatthe ATS asde<cribedin the SORN is prohibitedby Congressional enactmernts including the Privacy
Act. OConmerts of the Idertity Prgectand John Gilmore, Privacy Act of 1974, System of Recads
Notice (SORN), DHS/CBPER006-0060, Automated Targeting System (ATS)O,December 4, 2006,

available at <http://hasbroudk.org/IDP/IDP-ATS-comments.pdf>, and OSpplemertal Commerts of

the Identity Prgect and John Gilmore, Privacy Act of 1974, System of Recads Notice (SORN),
DHS/CBPER006-0060, Automated Targeting System (ATS)Q Decenber 29, 2006, availabe at

<http://hasbroud.org/IDP/IDP-ATS-comments2.pdf>.

We note thatin its purported analysis of the public commerts on the ATS SORN, the DHS has
neither acknowledged nor regpondedto our commerts thatthe ATS is prohibitedby 5 U.S.C. 552a(e)(7),
the secion of the Privacy Act of 1974 whichredricts the collecion or retertion of recads of the exercise
of rights protected by the First Amendmert. Discussion Of Public Commerts Received On The
Automated Targeting System System Of Records Notice Published November 2, 2006 (71 FR 64543)Q

<http://www.dhsgov/library/assets/privacy/privacy pubiccmts cbp dsupdde.pdf>. We also

note that this NPRM doesnot propose any exempgion from this section of the Privacy Act for any ATS
recads. Accadingly, our comments stand asunrebutted. The ATS recads systemhasbeen is, ard
would remain prohibitedby law, evenif all of the exemptions proposedin this NPRM are finalized
Documerts releagd by the DHS, asareaullt of recads requeds, since the submission of our
previous commerts have confirmedthat the ATS contains recads of activitiesprotectedby the First

Amerdmert. These arenot limitedto travel records (i.e.recads of acts of assembly). Documerts
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releagdto John Gilmore in regonse to his requed under the Privacy Act contained"secandary
screenng" which includedthe title of abook Mr. Gilmore wascarrying whenhe wassearched by the
DHS. Mr. Gilmore'stage in literaure appeas to have beenpart of the bags for amoreintrusive search
of his person and belongings. Presimally, it wasrecadedin the ATSin orderto usethat recad aspart
of the badgs for future decisions by the DHS, and othersto whom these recads areprovided, to subject
Mr. Gilmoreto yet moreintrusive searctesor other sanctions. The collecion, retertion, and use of such
recads of First Amendmert protected aciivitiesviolate the Privacy Act. Indeed it is precisely to avoid
suchillegal misuse of records of protectedacivities such astravel and expression, thatthe Privacy Act
forbids the retertion of such data without the explicit Congressional authorization thatis absert here.
(See5 U.S.C. 552a (e)(7)).

Sincethe ertire system of records is unlawful, no exemptions from it should be considered
Instead aswe pointedout in our original commerts, this unlawful systemof recads should be shut down
and therecads containedin it, aswell asall data obtainedfrom it by other agenciesor ertities, should be

dedroyed

III. THE NPRM IS FACTUALLY INACCURATE AND SELF-CONTRADICTORY.

In the current NPRM, the DHS states OATS-Pasenger (ATS-P), one of six modulescontained
within ATS, maintains Passenger Name Record (PNR) data (data providedto airlinesard travel agerts by
or on behalf of air passengersseeking to book travel).O This decription of PNR datais false, and
subsequent statemertsin the same NPRM make clearthatthe DHS knows thatit is false. Much of the
datain PNRsis not Opovidedto airlinesand travel agents by or on behalf of air passengersseeking to

book travelO.

The Idertity Prgect Commerts on DHS-2007-0043
<http://www.PapersPlease.org> Segemkber5, 2007




Page5 of 10

While PNRsdo contain some informaion providedby travelersor othersacing on their behalf,
PNRsarecommercial records creatd and maintained by travel companies A PNR isbuilt using data
erteredby these companies for their own purposes or derivedby them from AIRIMP (ATA/IATA
Resrvation Interline Message Procedure B Pasernger) and other mesagesreceived by themfrom other
travel companies In the United States these companiesarenot, in gereral, requiredto disclose any of
this datato the data subjects. Travel industry standard business praciceis not to disclose PNRs, or the
datain them, evenwhendisclosure is requegedby data subject.

If the only personal datain PNRswasobtained from travelers and the ATS-P contained only
PNRs, therewould be no rea®n to exemp the ATS-P recads from the requiremert that data used asthe
bads for decisions about individualsCrights be obtaineddirecty from those individuals. But the NPRM
asserts that exemptions from the Privacy Act are needed predsely because the DHS and other recipierts
of this data wart to rely on other data that could not be obtainedfromtravelers in making decisions such
asthose about OmissionOto travel on Federaly-licersedair common carriers and passage through
Feckral checkpoints atairports. This contradcts the eatier claim in the NPRM that PNR datais provided
by travelersand that ATS-P contains only PNRs and risk assessmerts.

It is evidert from the claimedrationale for the proposed exemptions -- the alleged Oreeddfor the
DHS and other recipients of ATS-P datato make decisions on the bads of information that travelers
themslveswould not voluntarily provide, or could not provide becatse it originateswith third parties--
thatthe DHS isfully awarethat PNR datais not limited to data provided by or on behalf of travelers ard
thatthe DHS is seeking to use (and perhaps is already using) this secretthird-party information in PNR«s
unknown and unknowable to travelers aspart of the basis for its decision-making.

To provide the notice required by the Privacy Act, the NPRM must be corrected and reissuedto
accuately describe the mary typesand sourcesof non-passenger-providedthird-party commercial ard

otherdatain PNRs Thisisthe datawhich, through this rulemaking, the DHS is seeking to exemp from
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mary of the requiremerts of the Privacy Act (for notice, acces, accuracy, relevance, etc.), while

continuing to claim the right to use in making decisions against travelers and woul d-be travelers

Iv. THE PROPOSED EXEMPTIONS FOR “BUSINESS CONFIDENTIAL
INFORMATION” FROM THIRD PARTIES ARE INAPPROPRIATE, UNJUSTIFIED, AND

CONTRARY TO THE LETTER AND INTENT OF THE PRIVACY ACT.

By this NPRM, the DHS proposesto exempt from certain requirements of the Privacy Act
(business confidential information receivedin the PNR from the air and vessel carriersQ (Busines
confidentialityOis not a statutory bads for exemption from the Privacy Act. Indeed the
requirements of the Privacy Act are eecially esential when government agenciespropose to rely
on private and GonfidentialOcommercial data, in whole or in part, in making decisions about other
private parties The special requirements of the Privacy Act for records used in making decisions
about access to Federal rights, benefits, or programs apply regardless of whether the data originates
with the government, the individual data subject, or BDaswith the proposed exemptions Bwith
private commercial third parties

The DHS can@ have it both ways. If the so-called Chusiness confidentialOinformation in
PNRsfrom airlines(and, although it is not mentioned in the SORN or the NPRM, from the many
other typesof travel companiesfrom which datais receivedand storedin PNRS) isnot used in DHS
decision-making (except when it is obtainedby DHS pursuant to ajudicial order), then it should not
be collectedor retainedby the DHSin the first place, and the proposed exemptions are unnecessary.
On the other hand, if the DHS actually intends to use (or is already using) this third-party
commercial information asthe bads for decisions alout Federal rights and programs such astravel by

Feckrally-licensedair common carrier and passage through Federal checkpoints at airports, then
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access to these records by the people against whom they may be used is central to both the letter and
the intent of the Privacy Act.

By this NPRM, the DHS hasproposedto exempt those portions of PNRsfor which acces
and the other rights provided by the Privacy Act are most important. Individuas already know what
information they provided themselvesto travel companies(although they don® know, and under
current U.S. law have no right to know, which of that datais enteredin PNRs). What they don®
know iswhat other information that they didn@® provide hasbeen enteredin their PNRs, and which
of that unknown third-party information may have beendeemed O@rogatoryOby the DHS.

Aswe pointedout in detail in our previous comments, the Airline Deregulation Act of 1978
recuiresthat airlinesbe Federally licensedascommon carriers, and recuiresthe DHS to consider Ghe
public right of transitOby air when it promulgatesregulations such asthese proposedexemptions. As
common carriers, airlinesmust by law transport all would-be passengerspaying the fare and
complying with the rulesin the tariff that they have published, filedwith the government, and made
availabefor publicinspection at all placeswhere their tickets are sold. Airlinesmay not pick and
choose which customersCbusiness to accept, or refuse service to those they didike.

Allowing the DHS to receive and act on information enteredin PNRsby travel companies
while keeping that information secret from travelers and others, opens the door to circumvention of
both the common carrier clawse of the Airline Deregulation Act of 1978 and the public right of
travel, through the entry of QlerogatoryQOinformation in PNRsand the transmission of those PNRs
to the DHS. Not only would individual airlinesbe able to (blacklistOdisfavoredindividualsin this
manner, for any reason and without any accountahility, but the aggregation and use of this PNR data
from multiple airlineswould effectively turn the DHSinto the compiler, maintainer, and enforcer of
ajoint blaclist by all airlinesof anyone secretly tagged with QlerogatoryQOinformation in a PNR
sent to DHS by any one airline or other travel company. By denying commercially Obadlistedd
individuals access to the allegedly QlerogatoryOthird-party information about them in PNRs, and

keeping its sourcesseaet from them, the proposed exemptions would deny victimsof this
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blacklisting any possibility of judicial review or of recourse against those slandering or libeling them
in PNRssent to the DHS.

To make matters worse, the NPRM doesnot defi ne husiness confidentialOinformation. The
NPRM doesnot indicate who will decidewhat information in PNRsis business confidentialQ what
criteria they will usein making that decision, or what procedure they will follow. The NPRM does
not provide any mechanism for administrative or judicial accountahility or review of such claims of
business confidentialityOor the decisions made on such claims. Each of these deficienciesis
contrary to the due process requirements of the Administrative Procedure Act and the intent of the
Privacy Act.

For all of these reasons, the proposed exemptions are inappropriate, unjustified, and contrary to
the letterand intert of the law. Evenif the ATSisnot shut down ertirely (aswe continue to believe that

it should be and, by law, must be), no PNR datain ATS recads should be exemp from the Privacy Act.

V. THE PROPOSED EXEMPTIONS FROM THE REQUIRMENTS OF RELEVANCE,

NECESSITY, ACCURACY, TIMELINESS, AND COMPLETENESS ARE UNJUSTIFIED.

The Privacy Act of 1974 prohibits the callection and maintenance of information by the
govermmert on its citizers unless the datais relevart and necesary to accomplish the stated purpose for
its callecion, and requiresthat the information be accurate, timely, and complete. Yet, DHS plansto
retain the PNRs and other records for yearsafter the flights. DHS here proposesto exempt the ATS from
relevart and necessary limitations claiming it canGhot always know in advance whatinformaion is
relevart and necessary for it to complete the screering of passengersO

In advance of what? The OpirposeOof ATS is to screen the namesof passenger on interrational
flights crossing US bordersusing list of those &knownO(known to whom or through what, if arny, judicial

proces we do not know) or suspectedof being a danger to aviation safety. The screering of a passenger

The Idertity Prgect Commerts on DHS-2007-0043
<http://www.PapersPlease.org> Segemkber5, 2007




Page 9 of 10

is complete whenthe passergerOdravel is concluded Correct? If not, whenis the screering process for a
flight complete? Isit ever? Why would DHS wish to retain irrelevant and unnecessary recads of already
conductedflights? The only possible answer is that DHS intends to creak a repository of travel recads
for future use by DHS -- to be usedfor purposesother thanensuring the safety of the flight atissue. This
iswholly differernt thanthe stated purpose of the ATS programand the purported needfor the data. Does
DHS interd to use thes flight recads to conduct screening for future domestic flights or to screenpecople
for rea®ns other thanaviation safety? What else doesDHS interd to use the data containedin the ATS
Systemof recads for? This NPRM doesnot address these importart issuesand is therefore deficiert.

Again, QelevarntOinformation is that which is obtained and used before the flight. Afterthe flight
it becamesirrelevart and should be discarded unless the purpose of the ATS system of recordsisto create
permarent records to be usedfor purposesother thanthe safety and security of the flight thatis the
subjectof the recads. The NPRM doesnot address thisissue and is therefore deficiert.

The term Guspected terroristOis troublesome. Doesthe term Osispecied terraristOmeanthose on
aQwatch listOasopposedto those on a Qo-fly listO20r doesit meaneveryone who wartsto fly? DHS
statesin this NPRM that Onformaion relating to known or suspeciedterraristsis not always colleciedin
amamer that pemitsimmedate verifi cation or determination of relevancy to a DHS purpose.O DHS
also statesthat (DHS ard other agenciesmay not always know whatinformaton about an encounter with
aknown or suspeciedterrorist will be relevart to law enforcemert for the purpose of conducting an
operaional regponse O For these rea®ns DHS aks to be exempt from the requiremert that the data be
relevart, necesary, accurate, timely, ard complete. Is everybody thatfliesa OsispecedterroristOin the
eyesof DHS? DoesOsispectedterroristOmeaneverybody other thana CGknownOterrarist? If so, this
NPRM is deficiert becawse it is misleadng and should for clarity and honegy use the term OeeryoneQor

Geveryone other than known terroristsOinsteadof Guspeciedterrorists.O
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VI. CONCLUSION AND RECOMMENDATIONS
The NPRM should be withdrawn. The ATS records systemshould be shut down, and all recads

containedin it aswell asall data obtained from it by otheragenciesor ertitiesshould be degroyed.

Resgpectully submitted,

The Idertity Prgect (IDP)
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1736 Frarklin St., 9th Floor
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Edward Hasbrouck,

Consultant to IDP on travel-relatedissues

JamesP. Harrison
Staff Attorney, First Amerdmernt Projed

Director, IDP

John Gilmore
Post Offi ce Box 170608
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