President Trump repudiates
agreement with EU on PNR data

ANALYSIS

I

Edward Hasbrouck analyses the effect of President Donald Trump’s Executive Order on
privacy, and the future of the Privacy Shield.

n a panel discussion at the Computers, Privacy, and Data Protection (CPDP) conference in Brussels, Edward Hasbrouck of the
Identity Project pointed out that that
both the so-called Privacy Shield and
the EU-US agreement on transfers of
Passenger Name Record (PNR) data
from the European Union to the US
government depend on non-treaty
“promises”, “commitments”, “undertakings”, and executive orders by the
Obama Administration.
These are not binding on President
Trump, and there is no reason to expect
Trump to do anything just because
President Barack Obama said he
would do it.
Quite the contrary: President
Trump has no intention of continuing
many of President Obama’s policies,
and every intention of reversing many
of them. Even if Trump continues
others, such as mass surveillance, profiling of US citizens and foreigners, he
will continue to rely on executive
orders to avoid the need for Congressional approval of his program.
“As of this week, with Trump’s
inauguration, the EU-US PNR agreement and Privacy Shield are dead letters. The only question is whether the
Trump administration will officially
renounce them, or whether it will
simply ignore them,” Hasbrouck told
the audience at CPDP.
The answer came just a few hours
later the same day [25 January], when
President Trump issued an executive
order including the following:
Sec. 14. Privacy Act. “Agencies
shall, to the extent consistent with
applicable law, ensure that their privacy policies exclude persons who are
not United States citizens or lawful
permanent residents from the protections of the Privacy Act regarding personally identifiable information.”
The US recognized privacy as a
human right when it ratified the
International Covenant on Civil and

Political Rights (ICCPR):
Article 17
“1. No one shall be subjected to
arbitrary or unlawful interference with
his privacy, family, home or correspondence….
2. Everyone has the right to the
protection of the law against such
interference or attacks.”
But as we have complained to the
relevant UN treaty bodies, the US has
flouted its obligations under this and
other provisions of the ICCPR related
to freedom of movement as a human
right, and has provided no effective
means of redress for these violations.
Instead, on this and other issues,
the US has acted as though there are no
human rights, only privileges of US
citizenship. President Trump’s executive order on privacy is only the latest
official restatement of this longstanding and bipartisan US government
position.
With this 25 January Presidential
decree, the EU-US PNR agreement is
dead. The next question is when EU
institutions will recognize this legal
fact, and what they will do about it.
In later sessions at the CPDP conference, some EU and US officials and
government advisors tried to argue
that the Privacy Shield agreement (1)
does not depend on the Privacy Act,
and (2) to the extent it does, is made
“enforceable” by the Judicial Redress
Act.1
If this were true, the Privacy Shield
might not depend on the decision by
administrative agencies — which President Trump has now forbidden — to
allow foreigners the same “privileges”
to which US citizens are entitled under
the Privacy Act.
We don’t buy that argument, and
neither should European travellers or
EU officials. The exceptions and limitations in the Privacy Act, even as it
applies to US citizens, make the Judicial Redress Act essentially useless.
Whatever the merits of this attempt
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to salvage the Privacy Shield agreement, it does not apply to the EU-US
PNR Agreement. The PNR agreement
clearly and explicitly depends on
administrative action in favour of foreign citizens which President Trump’s
executive order has now foreclosed:
“Any individual, regardless of
nationality, country of origin, or place
of residence is entitled to request his or
her PNR from the Department for
Homeland Security (DHS). DHS shall
timely provide such PNR…”
“Any individual regardless of
nationality, country of origin, or place
of residence may seek the correction or
rectification, including the possibility
of erasure or blocking, of his or her
PNR by DHS pursuant to the
processes described in this Agreement….”
“Any individual regardless of
nationality, country of origin, or place
of residence whose personal data and
personal information has been
processed and used in a manner inconsistent with this Agreement may seek
effective administrative and judicial
redress in accordance with US law….”
“Any individual is entitled to seek
to administratively challenge DHS
decisions related to the use and processing of PNR….”
In response to our requests and our
lawsuit for access and an accounting of
disclosures to third parties of PNR
data about US citizens, the DHS
exempted the ATS database in which it
stores its mirror copies of PNRs from
most of the requirements of the Privacy Act.
DHS has said that, as a matter of
administrative discretion, it will still
provide travellers with access to its
copies of their PNR data. Even for US
citizens, that is a matter of administrative policy and/or discretion, not
required by the Privacy Act or the
Judicial Redress Act.
President Trump’s executive order
allows the DHS to continue to provide
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some rights with respect to PNR data
to US citizens, as a matter of administrative discretion. But it orders the
DHS, like all other Federal agencies, to
exclude foreigners from these administrative policies. The exercise of administrative discretion to allow any nonUS citizen to obtain an accounting of
disclosures or to challenge PNR data
or how it is used, which would be necessary for US compliance with the
PNR agreement, is now prohibited by
executive order.
The DHS can, and probably will,
continue to provide some access to
redacted PNR data under the Freedom
of Information Act (FOIA) rather than
the Privacy Act. But FOIA provides
no procedure for requesting correction
or deletion of records, or for finding
out or challenging how they have been
used or disclosed to third parties.

A person who asks for a copy of
the PNR data for a reservation made in
the EU and transferred to the DHS
will probably receive some sort of
answer under FOIA, regardless of
their citizenship. But a person who is
not a US citizen or resident who
requests an accounting of disclosures
of that data by DHS to third parties, or
the expungement or correction of that
data, will be told:
(a) that no US law requires this even
for US citizens (since the DHS
database of mirror copies of PNRs
has been exempted from the
Privacy Act), and
(b) that President Trump’s executive
order prohibits the DHS from
waiving this exemption, as a matter
of administrative discretion or
policy, in favour of anyone who is
not a US citizen or US resident.

Questions have already been raised
in the European Parliament regarding
the implications of this Executive
Order for Privacy Shield. Similar
questions about the EU-US PNR
agreement will be even harder to
answer. The EU-US PNR agreement is
dead. What is the EU, and what are EU
citizens and residents, going to do
about that?

The German government has published a revised legislative proposal, a
new Federal Data Protection Act
(Bundesdatenschutzgesetz, BDSG) to
implement the EU General Data Protection Regulation (GDPR).
Law firm Hogan Lovells points out
areas where the proposal differs from
the GDPR:
`Ü~åÖÉ=çÑ=éìêéçëÉ=çÑ=éêçÅÉëëáåÖW
Section 23 of the BDSG provides that
changes to the purpose of processing
personal data shall be permissible in
several other scenarios than those
listed in art. 6 sec. 4 GDPR.
fåÑçêã~íáçå= çÄäáÖ~íáçåëW Sections
30 and 31 of the BDSG restrict the
information rights regulated in art. 13,
14 of the GDPR. In particular, if providing a data subject with certain information (as set forth in art. 13 of the
GDPR) involves a disproportionate

effort or would seriously affect the
purposes of processing, then the data
subject need not be given the
information.
a~í~= mêçíÉÅíáçå= lÑÑáÅÉêW Section
36 of the BDSG requires companies to
appoint a Data Protection Officer if at
least ten persons are constantly
engaged in processing of personal data,
if they perform data processing which
requires a data protection impact
assessment (art. 35 GDPR), or if they
process data for the purpose of
transfer.
mÉå~äíáÉëW Section 40 of the BDSG
limits penalties for violations of the
regulations contained in art. 83 sec. 4, 5
or 6 GDPR to €300,000.
líÜÉê= çÄäáÖ~íáçåë= çÑ= ÅçåíêçääÉêë
~åÇ= éêçÅÉëëçêëW Sections 57 through
72 of the BDSG set forth additional
obligations for data controllers and

processors. The sections also contain
several variations from the GDPR
requirements and are worth review.
mêçÅÉëëáåÖ= áå= íÜÉ= ÅçåíÉñí= çÑ
ÉãéäçóãÉåíW Section 24 of the BDSG
regulates data protection regarding
employee data processing and has been
in place since 2009.
Germany’s Federal Commissioner
for Data Protection and Freedom of
Information, Andrea Voßhoff, has
welcomed the proposal but says that
there is need for adaptation and to look
at implementation with regard to
numerous sector-specific laws.
The DPA also says that the provisions on purpose limitation still need
attention.

In the Netherlands, the legislator has
issued a draft law that very closely
follows the GDPR text.
In general, the Dutch government
has tried to maintain the rules which
already exist in the Data Protection
Act (Wet bescherming persoonsgegevens) unless the GDPR requires a
change, law firm De Brauw Blackstone reports. “New matters include,

for example, local law on profiling,
special categories of personal data,
rights of data subjects, and the mandatory notification of a data breach.
Other topics where the bill provides
further specification of the GDPR
include rules on health and education
related data. The bill also provides
grounds for derogations, such as for
criminal
investigations
and

investigative powers.”
The draft bill was subject to public
consultation until 20 January and is
now expected to be debated in the
Senate and the Second Chamber.
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EU DP Regulation now faces
the challenge of consistency

Nearly half way between the adoption of the EU Data Protection
Regulation and May 2018 when it applies, concerns include
national variations and international data transfers.
Laura Linkomies reports.

T

he EU Commission is now
actively engaging with EU
Member States to ensure that
national exemptions will not be too
severe in the areas where flexibility is
possible. One of the most advanced
countries in terms of implementation

is Germany, and there are several
variations from the GDPR in the
draft Bill (see p.35 in this issue).
Karolina
Mojzesowicz,
Deputy
Head, Data Protection Unit, EU DG
Continued on p.3

Indonesia enacts Personal
Data Regulation

The Regulation is the first comprehensive privacy law in
Indonesia, but lacks effective enforcement mechanisms.
By Andin Aditya Rahman.

A

t the twilight of 2016, there
were considerable developments in Indonesia’s privacy
law framework. Firstly, Indonesia’s
parliament enacted Law No. 19 of
2016 (EIT Law Amendment) on the
Amendment to Law No. 11 of 2008

on Electronic Information and
Transactions (EIT Law), introducing
the right to be forgotten to the
Indonesian legal framework. This is a
concept pioneered in Europe which
Continued on p.6
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More laws, more awareness

This 30th Anniversary February edition includes a comprehensive
table of 120 privacy laws and 31 proposed laws worldwide (p.14).
While more and more laws are adopted outside Europe, the influence
of the EU Data Protection Directive, and indeed the EU Data
Protection Regulation (GDPR), can be seen. Just as we were going to
print, Argentina issued a draft Bill to update its existing law to be
more in line with the latter (p.11). Indonesia has already amended its
law to make it comprehensive (p.1).

In Europe, all efforts are now on national implementation of the
GDPR. The EU Commission is worried that national emphasis and
use of available derogations somewhat erode the goal of
harmonisation (p.1). Germany has an advanced draft, which includes
several points that differ from the GDPR text, while the Netherlands
is looking for a more mainstream adoption of the provisions (p.35).
Another urgent topic on the EU agenda is the revision of privacy
rules for the telecoms sector – their scope is being extended and this
brings additional challenges for business (p.27).

The need for Data Protection Officers (DPOs) will increase in the
future in the EU. DPOs please note that all PL&B events offer
Continuing Professional Development (CPD) points – for example,
18 CPD hours at Promoting Privacy with Innovation, our 30th
Anniversary International Conference in Cambridge, 3-5 July, at St.
John’s College, Cambridge. A list of 35 confirmed speakers is at
www.privacylaws.com/annualconference from where you can click
through to the registration page.

At last month’s CPDP conference in Brussels, there was much talk
about adequacy and the EU-US Privacy Shield. EU Commissioner
for Justice, Věra Jourová, announced that the EU is monitoring
developments closely and that she will visit the US this spring to
discuss the working of the Shield with US counterparts (p.5). We
return to this issue at the Cambridge conference, where speakers from
the European Commission and the US will reveal the latest state of
play.
In the US, the cybersecurity framework is being revised (p.29). Much
attention has been paid to President Donald Trump’s executive order
threatening privacy rights of non-US citizens (p.34).

Finally, we return to the Court of Justice of the European Union
decision on IP addresses. They are personal data in many
circumstances – but were the right questions asked, and will the
GDPR change the outcome, our correspondents ask (p.32)?

Laura Linkomies, Editor

PRIVACy LAWS & BUSINESS

Contribute to PL&B reports

Do you have a case study or opinion you wish us to publish?
Contributions to this publication and books for review are
always welcome. If you wish to offer reports or news items,
please contact Laura Linkomies on Tel: +44 (0)20 8868 9200 or
email laura.linkomies@privacylaws.com.
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